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/DNS PROXY PROBLEM \-310 
I DETECTED BY CLIENT J 



STEP 0 



OPERATOR PROVIDES A TEST URL if 



315 



STEP 1 



CLIENT SENDS A MESSAGE WITH A 
UNIQUE HOST NAME IN THE URL TO THE 
DNS PROXY FOR WHICH A CENTRAL SERVER 
ACCESSIBLE BY AN OPERATOR IS AUTHORITATIVE 
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STEP 2 



THE DNS PROXY FORWARDS THE HOST 
NAME IN THE URL TO THE CENTRAL SERVER 
TO BE RESOLVED TO AN IP ADDRESS 
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STEP 3 



THE CENTRAL SERVER. RETURNS AN 
ADDRESS RECORD, HAVING A TEST IP ADDRESS 
CORRESPONDING TO ITSELF, BACK TO THE DNS PROXY 
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STEP 4 



THE DNS PROXY RETURNS THE 
ADDRESS' RECORD TO THE CLIENT 
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STEP 5 _j 

CLIENT SENDS A MESSAGE DIRECTLY 
TO THE RETURNED IP ADDRESS 



STEP 6 



OPERATOR ACCESSES INFORMATION 
FROM THE CENTRAL SERVER 
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/OPERATOR USES THE INFORMATION 
( TO DIAGNOSE THE PROBLEM DETECTED 
V BY THE CLIENT 
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f TEST URL-RELATED\ 
[ MESSAGE RECEIVED } 
V DIRECTLY FROM CLIENT J 
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PARSE MESSAGE FOR 
IP ADDRESS OF CLIENT 
AND RECORD IP ADDRESS 



DOES 
HOST NAME 
• INCLUDE AN 
ENCODED CLIENT 
JP ADDRESS? 



YES 
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NO 
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DECODE HOST NAME 
FOR CLIENT IP ADDRESS, 
IF NECESSARY- 
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'RECORDED^ 
YES ^ IP ADDRESSES 

FOR BOTH THE CLIENT, 
AND DNS 
PROXY?. 



RECORD CLIENT 
IP ADDRESS 
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RECORD IP 
ADDRESS OF 
REQUESTING DEVICE 
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GENERATE A 
SUITABLE ENTITY 
TO INDICATE 
SUCCESS OF 
THE OPERATION 
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RESOLVE HOST 
NAME TO THE CENTRAL 
SERVER'S OWN IP ADDRESS 
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FORWARD ENTITY 
TO END USER(S) 
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RETURN IP ADDRESS 
FOR CLIENT 
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DNS PROXY 
PROBLEM DETECTED 
BY CLIENT 



FIG. 5, STEP 1 i f 




CLIENT SENDS A 
TEST MESSAGE TO A 
WEB SERVER 
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THE WEB SERVER PROCESSES 
THE TEST MESSAGE (FIG. 7) 


FIG. 5, STEP 2 , 
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CLIENT RECEIVES THE 
REDIRECT MESSAGE 
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TEST MESSAGE RECEIVED 
BY WEB SERVER 



PARSE MESSAGE FOR 
CLIENT IP ADDRESS 
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